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1. INDEPENDENT AUDITOR’S REPORT 

INDEPENDENT AUDITOR’S ISAE 3000 ASSURANCE REPORT FOR THE PERIOD 1 NOVEMBER 2023 TO 31 

OCTOBER 2024 ON THE DESCRIPTION OF PACTIUS & PRIVACY AND .LEAGL A/S AND RELATED TECH-

NICAL AND ORGANISATIONAL MEASURES AND OTHER CONTROLS AND THEIR DESIGN AND OPERAT-

ING EFFECTIVENESS RELATING TO PROCESSING AND PROTECTION OF PERSONAL DATA IN ACCORD-

ANCE WITH THE EU GENERAL DATA PROTECTION REGULATION AND THE DANISH ACT ON SUPPLE-

MENTARY PROVISIONS 

 

 

To:  The Management of .legal A/S 

 .legal A/S’ Customers 

 

Scope 

We have been engaged to report on .legal (the Data Processor) description in section 3 of PACTIUS & PRI-

VACY and .legal and the related technical and organisational measures and other controls, relating to pro-

cessing and protection of personal data in accordance with the Regulation of the European Parliament and of 

the Council on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data (the EU General Data Protection Regulation) and the Danish Act on Supplemen-

tary Provisions to the Regulation (Danish Data Protection Act), and on the design and operating effectiveness 

of the technical and organisational measures and other controls related to the control objectives stated in the 

description for the period 1 November 2023 to 31 October 2024. 

 

The Data Processor’s Responsibilities 

The Data Processor is responsible for preparing the statement in section 2 and the accompanying description 

including the completeness, accuracy, and method of presenting the statement and the description. Further-

more, the Data Processor is responsible for providing the services covered by the description; stating the con-

trol objectives; and designing, implementing and effectively operating controls to achieve the stated control 

objectives. 

 

Auditor’s Independence and Quality Control 

We have complied with the requirements of independence and other ethical requirements of the International 

Ethics Standards Board of Auditors' International Guidelines on the Conduct of Auditors (IESBA Code), which 

are based on the fundamental principles of integrity, objectivity, professional competence, and due diligence, 

confidentiality, and professional conduct, as well as ethical requirements applicable in Denmark. 

 

BDO Statsautoriseret revisionsaktieselskab applies International Standard on Quality Management, ISQM 1, 

which requires the firm to design, implement and operate a system of quality management including policies 

or procedures regarding compliance with ethical requirements, professional standards and applicable legal 

and regulatory requirements. 

 

Auditor’s Responsibilities 

Our responsibility is to express an opinion on the Data Processor’s description in section 3 and on the design 
and operating effectiveness of the controls related to the control objectives stated in the description, based 

on our procedures. 

 

We conducted our engagement in accordance with the International Standard on Assurance Engagements 

3000, “Reports Other Than Audits or Reviews of Historical Financial Information”. That standard requires that 
we plan and perform our procedures to obtain reasonable assurance about whether, in all material respects, 

the description is fairly presented, and the controls are appropriately designed.  

 

An assurance engagement to report on the description, design and operating effectiveness of controls at a 

Data Processor involves performing procedures to obtain evidence about the disclosures in the Data Proces-

sor’s description and about the design and operating effectiveness of the controls. The procedures selected 
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depend on the auditor’s judgment, including the assessment of the risks that the description is not fairly pre-
sented, and that controls are not appropriately designed or operating effectively. Our procedures included 

testing the operating effectiveness of those controls that we consider necessary to provide reasonable assur-

ance that the control objectives stated in the description were achieved. An assurance engagement of this 

type also includes evaluating the overall presentation of the description, the appropriateness of the objectives 

stated therein, and the suitability of the criteria specified by the Data Processor and described in section 2. 

 

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.  

  

Limitations of Controls at a Data Processor 

The Data Processor’s description is prepared to meet the common needs of a broad range of data controllers 
and may not, therefore, include every aspect of the use of PACTIUS & PRIVACY and .legal, that each individ-

ual Controller may consider important in their own environment. Also, because of their nature, controls at a 

Data Processor may not prevent or detect all breaches of the personal data security. Furthermore, the projec-

tion of any evaluation of the operating effectiveness of controls to future periods is subject to the risk that con-

trols at a data processor may become inadequate or fail.  

 

 

Opinion 

Our opinion has been formed on the basis of the matters outlined in this auditor’s report. The criteria we used 
in forming our opinion are those described in the Data Processor’s statement in section 2. In our opinion, in all 
material respects: 

 

a. The description presents fairly PACTIUS & PRIVACY and the related technical and organisational 

measures and other controls, relating to processing and protection of personal data in accordance 

with the EU General Data Protection Regulation and the Danish Data Protection Act, as designed and 

implemented for the period 1 November 2023 to 31 October 2024 

 

b. The technical and organisational measures and other controls, relating to the control objectives stated 

in the description were appropriately designed for the period 1 November 2023 to 31 October 2024. 
 

c. The technical and organisational measures and other controls tested, which were those necessary to 

provide reasonable assurance that the control objectives stated in the description were achieved, op-

erated effectively throughout the period from 1 November 2023 to 31 October 2024. 
 

 

Description of Test of Controls   

The specific controls tested, and the results of those tests are listed in section 4.  
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Intended Users and Purpose 

This report is intended solely for data controllers who have used PACTIUS & PRIVACY, and who have a suffi-

cient understanding to consider it along with other information, including information about the technical and 

organisational measures and other controls operated by the data controllers themselves when assessing 

whether the requirements of the EU General Data Protection Regulation and the Danish Data Protection Act 

have been complied with.  

 

 

Copenhagen, 13 November 2024  

 

BDO Statsautoriseret Revisionsaktieselskab 

 

 

 
Nicolai T. Visti    Mikkel Jon Larssen 

Partner, State Authorised Public Accountant  Partner, chef for Risk Assurance, CISA, CRISC 
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2. .LEGAL’S STATEMENT 

 
.legal A/S processes personal data in relation to PACTIUS & PRIVACY and .legal A/S to our customers, who 

are Data Controllers according to the Regulation of the European Parliament and of the Council on the protec-

tion of natural persons with regard to the processing of personal data and on the free movement of such data 

(the EU General Data Protection Regulation) and the Danish Act on Supplementary Provisions (the Danish 

Data Protection Act). 

 

The description has been prepared for Data Controllers who have used PACTIUS & PRIVACY and .legal A/S, 

and who have a sufficient understanding to consider the description along with other information, including 

information about the technical and organisational measures and other controls operated by the data control-

lers themselves in assessing whether the requirements of the EU General Data Protection Regulation and the 

Danish Data Protection Act have been complied with.  
 

.legal A/S uses sub-processors. This sub-processor’s relevant control objectives and related technical and or-
ganisational measures and other controls are not included in the accompanying description.  

  

.legal A/S confirms that the accompanying description in section 3 fairly presents PACTIUS & PRIVACY and 

the related technical and organisational measures and other controls for the period 1 November 2023 to 31 

October 2024. The criteria used in making this statement were that the accompanying description: 

  

1. Presents PACTIUS & PRIVACY, and how the related technical and organisational measures and other 

controls were designed and implemented, including:   

• The types of services provided, including the type of personal data processed. 

• The processes in both IT systems and business procedures applied to process personal data and, 

if necessary, correct and delete personal data as well as limiting the processing of personal data. 

• The procedures used to ensure that data processing has taken place in accordance with contract, 

instructions, or agreement with the data controller. 

• The procedures ensuring that the persons authorised to process personal data have committed to 

confidentiality or are subject to an appropriate statutory duty of confidentiality.  

• The procedures ensuring upon discontinuation of data processing that, by choice of the data con-

troller, all personal data are deleted or returned to the data controller unless retention of such 

personal data is required by law or regulation.   

• The procedures supporting in the event of breach of personal data security that the data control-

ler may report this to the supervisory authority and inform the data subjects.  

• The procedures ensuring appropriate technical and organisational safeguards in the processing 

of personal data in consideration of the risks that are presented by personal data processing, 

such as accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access 

to personal data transmitted, stored, or otherwise processed.  

• The controls that we, with reference to the delimitation of PACTIUS & PRIVACY would have been 

designed and implemented by the data controllers, and which, if necessary to achieve the control 

objectives, are identified in the description. 

• The other aspects of the control environment, risk assessment process, information systems and 

communication, control activities and monitoring controls that are relevant to the processing of 

personal data.   

 

2. Includes relevant information on changes in PACTIUS & PRIVACY and the related technical and organi-

sational measures and other controls throughout the period.  
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3. Does not omit or distort information relevant to the scope of PACTIUS & PRIVACY and the related 

technical and organisational measures and other controls described while acknowledging that this de-

scription is prepared to meet the common needs of a broad range of data controllers and may not, 

therefore, include every aspect of PACTIUS & PRIVACY that the individual data controllers might con-

sider important in their environment. 

 

 

.legal A/S confirms that the technical and organisational measures and other controls related to the control 

objectives stated in the accompanying description were suitable designed for the period 1 November 2023 to 

31 October 2024. The criteria we used in making this statement were that: 

 

1. The risks threatening achievement of the described control objectives were identified. 

 

2. The identified controls would, if operated as described, provide reasonable assurance that those risks 

did not prevent the stated control objectives from being achieved. 
 

3. The controls were applied consistently as designed, including manual controls were performed by per-

sons with appropriate competencies and rights, in the entire period from 1 November 2023 to 31 Octo-

ber 2024 

 

.legal A/S confirms that appropriate technical and organisational measures and other controls were imple-

mented and maintained to comply with the agreements with data controllers, good practices for the data pro-

cessing of data and relevant requirements for Data Processors in accordance with the EU General Data Pro-

tection Regulation and the Danish Data Protection Act.  

 

 

Aarhus, 13 November 2024 

 

 

.legal A/S 

 

 

 
Brian Østberg 

CEO 
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3. .LEGAL A/S’ DESCRIPTION OF PACTIUS & PRIVACY AND .LEGAL A/S 

GENERAL DESCRIPTION OF .LEGAL  

 

.legal A/S (hereinafter “.legal”) is a Danish-founded company located in Aarhus and Copenhagen. .legal devel-

ops and provides a range of Software-as-a-Service (SaaS) solutions including PACTIUS and Privacy (hereinaf-

ter “The Services”) within legaltech to support legal and compliance work within both private and public or-

ganisations. 

 

It is .legal’s objectives, that The Services are ensuring a solid and trustworthy foundation, both in terms of ser-
vice and security. This report is part of our endeavour in making a set of policies, processes, and procedures, 

which helps .legal ensure the interaction with .legal’s customers and their data, takes place in the most secure 
manner, and complies with applicable legislation. 

 

This description is prepared for the purpose of reporting on the IT general controls that The Services applies 

to support and safeguard provision of IT operations to its customers. The description focuses on business-

related control objectives and processes implemented to safeguard The Services provision of IT operations. 

DESCRIPTION OF PACTIUS AND PRIVACY’ AND PROCESSING OF PERSONAL DATA  

The Services, which .legal provides are a variety of cloud-based Software-as-a-service (SaaS) solutions and 

are developed to provide tools for various legal issues within compliance, such as contract management, com-

pliance tools for documentation and management of an organisation’s processing of personal data. The Ser-
vices consist of digital systems for managing internal legal and compliance tasks and workflows tasks.   

 

The Services are 100% decoupled systems but are still a part of the same .legal product family. Therefore, we 

have chosen to let them assess according to the same standard, as we want all, both existing and future, prod-

ucts from .legal to live up to a uniform high standard in relation to IT operations, security, and processing of 

personal data.  

 

Hosting centre and sub data processors: 

Microsoft Azure is sub data processor for .legal. 

 

Microsoft Azure provides the overall IT platform for the services in .legal, where data is stored in Azure Stor-

age, Azure SQL, and Azure Cosmos DB in European data centres. 

 

For use of third-party services outside Azure, these are selected based on high security standards (e.g., 

ISO27001 certification) and GDPR compliance. In general, we try to reduce the need for third-party services 

outside of Microsoft Azure. 

 

How data is used 

.legal is processing personal data on behalf of .legal’s costumers, when the costumers use The Services ac-
cording to their purpose. .legal has entered a data processing agreement which regulates the processing.  

 

The types of personal data processed by .legal is non-sensitive personal data which is information such as 

name, e-mail, phone number and identification. 

 

.legal advises the controller expressly that The Services are not designed to process sensitive or other confi-

dential data and the processor cannot take into account how the controller uses The Services to process per-

sonal data, including what types of personal data the controller processes when using The Services other than 

described in Data Processor Agreement. 

 .legal is processing, using and collecting personal data from the data controller/the costumer to operate ef-

fectively and provide The Services. .legal will process personal data as necessary to perform and provide The 

Services, in accordance with the agreement made with the data controller in the data processing agreement.  
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The data processing instructions regarding purpose and subject matter are therefore to process data to pro-

vide and improve The services, which .legal offers and to perform essential business operations related to The 

Services. This includes operation, maintaining and improving The Services and providing customer service.    

GENERAL DESCRIPTION OF .LEGAL’S ORGANISATION 

.legal is a legaltech company, which with its employees specialised in the design and development of digital 

solutions and cooperation with Bech-Bruun, combines technological possibilities with specific legal 

knowledge. .legal is organised with an administration department, a sales department, a development depart-

ment, and an operations and support department. 

MANAGEMENT OF PERSONAL DATA SECURITY 

The Administration Department manages .legal’s personal data security in relation to the processing that .legal 
handles on behalf of its customers, including the conclusion of data processing agreements, the response to 

requests from the data controller, notification of personal data breaches, and compliance with internal policies 

and procedures. 

 

.legal has set up requirements for establishment, implementation, maintenance and current improvement of an 

ISMS, so that this is managing the processing of personal data. This is supported by agreements with the data 

controllers in which relevant requirements for data processors according to the General Data Protection Regu-

lation and the Danish Data Protection Act are described.  

 

The technical and organisational measures and other controls for protection of personal data are designed 

according to risk assessments and are implemented to ensure confidentiality, integrity, and accessibility as 

well as compliance with applicable data protection legislation. Security measures and controls are as far as 

possible automated and technically supported by IT systems.  

 

The management of the personal data security and technical and organisational measures and other controls 

are organised in the following main areas for which control objectives and control activities have been de-

fined: 

 

ISO 27001 Control activities  GDPR article 

Risk assessment • 4.1.1 Risk assessment • Art. 28(3)(c) 

A.5: Information security policies • 5.1.1 Policies for information security 

• 5.2.1 Review of policies for information security 

• Art. 28(1) 

A.6: Organisation of information secu-

rity 

• 6.1.1 Roles and responsibilities  

• 6.1.2 Remote workplaces and mobile equipment 

• Art. 28(1) 

• Art. 28(3)(c) 

A.7: Human resource security • 7.1.1 Before employment 

• 7.1.2 During employment 

• 7.1.3 Non-disclosure and confidentiality agreements 

• 7.1.4 Resignation of employment 

• Art. 28(1) 

 

 

• Art. 28(3)(b) 

 

A.8: Asset management • 8.1.1 Record of categories of processing activities 

• 8.1.2 Classification of information 

• Art. 30(2), (3) & (4) 

 

A.9: Access management • 9.1.1 Policy for access management 

• 9.1.2 Allocation of user rights 

• 9.1.3 Management of privileged access rights 

• 9.1.4 Management of password requirements 

• Art. 28(3)(c) 

 

A.10: Cryptography • 10.1.1 Encryption • Art. 28(3)(c) 

A.11: Physical and environmental se-

curity 

• 11.1.1 Physical perimeter safety guarding in office 

• 11.1.2 Clean desk and screen saver 

• Art. 28(3)(c) 
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ISO 27001 Control activities  GDPR article 

A.12: Operations security • 12.1.1 Backup of information – customers’ data 

• 12.1.2 Incident logging 

• 12.1.3 Administrator and operator logs 

• Art. 28(3)(c) 

 

A.13: Communication security • 13.1.1 Policies and procedures for transfer of infor-

mation 

• Art. 28(3)(c) 

A.14: Acquisition, development, and 

maintenance of systems 

• 14.1.1 Development and maintenance of systems • Art. 25 

 

A.15: Supplier relationships • 15.1.1 Agreements with sub-processors 

• 15.1.2 Approved sub-processors 

• 15.1.3 Changes to approved sub-processors. 

• 15.1.4 Control with sub-processor 

• Art. 28(2) & (4) 

A.16: Information security incident 

management 

• 16.1.1 Handling of information security incidents 

• 16.1.2 Reporting of information security incidents 

• Art. 33(2) 

A.17: Information security aspects of 

disaster recovery, contingency and 

restore management 

• 17.1.1 Implementation of information security conti-

nuity 

• 17.1.2 Verify, review, and evaluate the information 

security continuity 

• Art. 28(3)(c) 

A.18: Compliance • 18.1.1 Privacy and protection of personally identifia-

ble information 

• 18.1.2 Instruction for processing of personal data 

• 18.1.3 Assistance to the data controller 

• 18.1.4 Deletion and return of customers data. 

• 18.1.5 Independent review of controls 

• Art. 28(3)(a), (c), (e)-

(h) 

• Art. 29 

• Art. 32(4) 

• Art. 28(10) 

 

 

RISK MANAGEMENT OF PACTIUS AND PRIVACY 

 

Annual risk assessment 

The Executive Board of .legal conducts a risk assessment at least once a year. The likelihood and conse-

quence of the threats are reassessed based on the information existing at the present time. This reflects, in 

combination, the threat level. When the threat level has been determined, it is assessed to which extent the 

security environment considers the relevant threat level and it can be deduced from here how high the current 

remaining risk is. The risk assessment exposes the likelihood and consequences of incidents which can 

threaten personal data security and thus, the interests or fundamental rights and freedoms of the data subject, 

including random, intentional, and unintentional incidents. The risks considering are related to the accidental 

or unlawful destruction, loss or alteration of personal data, or unauthorised disclosure or access to personal 

data transmitted, stored, or otherwise processed. The risk assessment takes the state of art and the cost of 

implementation into account.  

 

Risk assessments are based on the implementation guidelines in the international standard ISO 27002. 

 

Guidelines and control objectives 

Internally, we have documented several control objectives to ensure that we comply with our own security 

policy. 

 

The control objectives include: 

 

• Purpose: Describes why the control objective is established and ensures that it reflects the overall 

guideline for the ISO section. 

• Measurement point: Describes how the control objective is to be assessed, so that a satisfactory data 

basis is established, and so that the measurement can be carried out within the time interval de-

scribed, which ensures that the objective is specific and measurable. 

• Threshold: Shows what is required to meet the control objective. 
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This report includes solely controls and control objectives for processes and controls that are managed by .le-

gal and, thus, it does not include controls or control objectives that are managed by sub-organisations.  

CONTROL FRAMEWORK, CONTROL STRUCTURE AND CRITERIA FOR CONTROL IMPLEMENTATION 

.legals information security is defined on the basis of the objective to provide dedicated IT outsourcing and 

high-quality infrastructure solutions, including stability and security.  

 

The determination of criteria and scope of control implementation at .legal is based on the ISO 27002:2013 

framework for management of information security. The following control areas in ISO 27002 were assessed: 

 

• A.5. Information security policy 

• A.6. Organisation of information security 

• A.7. Human resource security 

• A.8. Asset management 

• A.9. Access management 

• A.10. Cryptography 

• A.11. Physical and environmental security 

• A.12. Operations security 

• A.13. Communications security 

• A.14. Acquisition, development, and maintenance of systems 

• A.15. Supplier relationships 

• A.16. Information security incident management 

• A.17. Information security aspects of contingency, disaster recovery, and restore 

• A.18. Compliance 

 

Implemented control environment  
The implemented controls are based on the services provided by .legal’s customers and include control areas 

and control activities within operation and hosting. All of the above areas are described in detail in the follow-

ing in separate paragraphs, and the described control objectives and controls for those areas in the paragraph 

on control objectives, controls, tests and result of tests are an integral part of the description. 

 

A.5 Information security policy 
 

IT security policy  

.legal works according to an IT security policy that covers The Services. The IT security policy is organised ac-

cording to ISO 27001:2013 and forms the basis for those involved in development or operation of The Ser-

vices. The IT security policy is organised according to the standardised ISO areas. 

 

The follow-up on whether the requirements are complied with is in accordance with several guidelines and 

control objectives, which are described in the policy for each ISO area.  

 

The IT security policy has been approved by Management and published in the Company, including communi-

cated to relevant employees and partners. To ensure that the IT security policy is appropriate, adequate, and 

effective, the IT security policy is reassessed at least once a year or in the event of extensive changes in the 

organisation that have an impact on the information security.  
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The IT security policy is reassessed annually by Management.  
 

A.6 Organisation of information security 

 

IT security manager 

.legal has dedicated an employee with responsibility of organisational and system security, complying with 

personal data protection, internally and in relation to customer data.   

 
Remote workplaces and mobile equipment 

.legal staff manual sets out guidelines for use of mobile equipment outside the company. Only equipment that 

complies with the service's security policy regarding protection against malicious code is allowed. 

 

A.7 Human resource security  

.legal has implemented controls to ensure that employees are qualified and conscious of their tasks and re-

sponsibilities in relation to information security.  

 

Management’s responsibility 

With respect to employees, they commit themselves, upon employment, to adhere to the company's policies, 

including the security policy. 

 

Confidentiality 

As part of the employment, all employees/consultants have entered a duty of confidentiality which ensures 

that confidential information is not passed on. The duty of confidentiality applies both during and after employ-

ment. In addition, the relevant employees sign a declaration of compliance with the IT Security Policy, which 

further ensures that information about the system and its security conditions, employees, trade secrets, and 

information about business relationships remain confidential. 

 

Awareness training  

The employees at .legal are informed on how to manage the work with personally identifiable data through 

the IT Security Policy and through annual awareness training.  

 

Obligations relating to departure:  

General employment conditions, including conditions in relation to end of employment, are described in the 

employee’s employment contract. Moreover, there is a formal procedure for departure that must be followed 
by the immediate manager, the CEO has the ultimate responsibility in this respect. This procedure includes the 

return of all received material to .legal, when the contract ends and the closing of rights, ensuring that the em-

ployee does not have any physical or digital access when the employment ends. In addition to common em-

ployment law provisions, the employment contract specifies sanctions. The workplace is subject to .legal ’s se-

curity routines which must not be broken. If this happens, it is considered a breach of the employment con-

tract.   

 

Return of equipment 

All employees are to return all received material when the employment contract ends. This is done through a 

workflow placed at the HR department.  

 

Closing of access rights 

.legal’s formal offboarding procedures ensure that all rights and physical access are withdrawn when employ-

ment ends. Accesses are reviewed annually. 

 

A.8 Asset management 

.legal has implemented controls to ensure achievement and maintenance of suitable protection of the organi-

sation’s equipment. 
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Record of categories of processing activities as a data processor 

A record has been prepared of all data processing agreements and processing of personally identifiable data, 

which is administered in .legal. The record is stored electronically and only persons with a functional need to 

have access have rights and access hereto.  

 

All processing of data follows the guidelines set out in the IT Security Policy.  

 

The guidelines for processing of personally identifiable data comply with the guidelines set out in the IT Secu-

rity Policy.  

 

A.9 Access management 

.legal has implemented controls to ensure that access to systems and data is granted through a documented 

process in accordance with a relevant work-related need and is closed down when the relevant access is no 

longer necessary.   

 

Roles and rights management 

Access to functionality in the systems is controlled via a role-based model, where a user is assigned several 

roles that provide access to specific parts or functions in the system. In systems where there is a need, the 

rights can be further granulated in relation to reading and writing access. 

 

Privileged access procedure  

An employee with a need for access to production data or production infrastructure (privileged access) must, 

in addition to a work-related need, have separate approval from the Executive Board. Employees with privi-

leged access must always use 2-factor authentication.  

 

Reassessment of user access rights 

All accesses and rights are reviewed periodically by the IT Security Manager. 

 

Secure login with two-factor authentication  

There are several options for system access, depending on the system. The options range from single sign-on 

solution via integration with the customer's Microsoft Azure Active Directory to standard e-mail/password au-

thentication or via .legal ID.  

.legal ID is a proprietary login provider based on the OpenID Connect / OAuth2.0 security protocols and al-

lows the user to use their .legal ID across .legal products. In addition, .legal ID also supports 2-factor authenti-

cation. 

 

A.10 Cryptography 

Encryption 

The system is a purely browser-based solution. The system encrypts all communication between the client 

(browser) and the server. 

 

The system uses a SHA-2 SSL certificate with a minimum of 2048bit encryption from a trusted provider.  

 

Data is encrypted when stored in the data centre and automatically decrypted when accessed.  

 

A.11 Physical and environment security 

.legal has implemented measures to ensure that office IT equipment and other relevant assets are properly 

protected against unauthorised physical access and damage caused by environmental incidents. 

 

Physical security of premises and machines 
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.legal's premises are locked at all times. Additionally, all .legal employees have met the requirements for auto-

matic screensaver and adhere to the clean desk policy. 

.legal does not host solutions itself, which means that physical security also pertains to the hosting partner, 

Microsoft Azure. We refer to a separate SOC 2 report for the description of controls, their design, and opera-

tional effectiveness in relation to Microsoft Azure, as described in A.15 regarding supplier relationship. 

 

Physical access control 

.legal premises have access control in the form of a required personal code and a systems key to ensure that 

only authorised staff have access. 

 

A.12 Operations security 

Secure hosting  

Microsoft Azure is the overall IT platform for the systems in .legal. 

 

• The code is stored and managed in Azure DevOps. 

• Data is stored in Azure Storage, Azure SQL and Azure Cosmos DB in European data centres in West-

ern Europe. 

• Test and operating environments for the applications are also established in Azure. 

 

The systems are hosted in Microsoft Azure - i.a. for security reasons, as the underlying platform is always up-

to-date, and the possibilities for data encryption, redundancy, backup, and access control are generally good. 

 

Data redundancy   

The primary data location for the production environment for documents is Azure Western Europe. At this lo-

cation, data is stored in 3 different copies. In the event of a crash, the Azure platform setup automatically 

switches to one of the redundant copies. The system uses Geo Redundant Storage (GRS). 

 

Management of capacity 

Monitoring of capacity has been implemented in relation to internet, network, servers, disk space and log files. 

.legal receives reporting from Microsoft Azure and other tools which are used in the planning of purchase of 

additional capacity. Data from monitoring are registered and evaluated currently.  

 

Data backup 

PACTIUS performs a nightly backup of data in the production environment which is stored for 7 days. In addi-

tion, there is a monthly backup that is stored for 3 months.   

 

Privacy runs continuous backup that allows data to be restored at a specific time. It is possible to restore a 

maximum of 30 days back in time.   

 

Additionally, Privacy and PACTIUS has a monthly backup that is stored for 3 months.   

 

For all services backup is replicated multiple times (within the EU) to ensure a reliable backup solution. 

 

Logging, Monitoring and Alerts  

System events are logged to a central system log, so that it is possible to track any errors across components 

in the overall system. The overall system is monitored via Dashboards, where we can follow resource con-

sumption, usage, and errors in an overall overview. Based on the centralised log, several alarms have been 

defined that are handled by the development team. Incidents concerning breach in relation to the processing 

of personal data are always marked, so that they can rapidly be identified and dealt with by .legals manage-

ment. 
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A.13 Communications security 

Secure communication via SSL 

Communication between the browser and the rest of the system takes place via HTTPS (SHA-2 SSL certificate 

with a minimum of 2048bit encryption). 

 

Exchange of data between the customers and the system takes place either via SFTP or built-in functionality 

for import and export of data, which in turn is protected with HTTPS. 

 

All employees and any subcontractors are subject to confidentiality agreements, which apply both during and 

after working with the systems. 

 

A.14 Acquisition, development, and maintenance of systems 

.legal has implemented controls to ensure that servers and relevant infrastructure components are updated 

and maintained as necessary and that this is done in a structured process.  

 

Development process 

The focal point of our daily work is our joint development process, which is based on modern but well proven 

methods such as SCRUM and Kanban. Each product has its own product owner with responsibility for plan-

ning and prioritising as well as a permanent development team with responsibility for development and quality 

assurance. In addition, support speaks directly with the product owner, development team and customers.  

 

The development process ensures that we have daily back-and-forth discussion that address any challenges 

and help each other to effective solutions. We have more eyes on the changes we make and actively try to 

constantly improve our skills and improve the systems we work with. 

 

All development teams have experienced people on board to ensure a high level - also when it comes to 

safety. 

 

Quality assurance 

Quality assurance elements from the common .legal development process: 

 

• Structured process 

o All work, regardless of character, is visualised as tasks in our task management. All tasks must 

go through the same overall process with several phases, including code review, internal test-

ing, and acceptance testing. 

• Automated quality assurance 

o Version-controlled code 

o Continuous integration which continuously builds the code to ensure integrity 

o Automated tests that run continuously to minimise regression errors 

o Automated deployment pipelines which mean that we can safely and with high traceability 

deploy new code for tests and production environments. 

• Development, test, and production environment 

o Dedicated development, testing, and production environments to be able to ensure quality on 

several levels before new code reaches the production environment. 

• Monitoring and alerting 

o Our environments are monitored so that we can ensure high uptime and receive alarms about 

any errors or vulnerabilities as quickly as possible. 

 

 

 

 

  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: D
T4

LJ
-P

5P
CU

-N
KJ

YS
-D

YA
6B

-F
FT

2P
-Y

BS
PY



 

BDO STATSAUTORISERET REVISIONSAKTIESELSKAB | VESTRE RINGGADE 28 | 8000 AARHUS C | CVR-NO. 20 22 26 70 Side 15 af 41 

 

ISAE 3000 ASSURANCE REPORT  .LEGAL A/S 

A.15 Supplier relationships 

Supplier agreements  

.legal uses Microsoft Azure as sub-supplier of backup and HubSpot Ireland Ltd. for handling support tickets 

and inquiries in relation to the use of the Services. 

 

Supplier agreements are established with all customers who use the systems. 

Any subcontractors must live up to the same security standard and comply with the same security policies as 

.legal. 

 

To the extent that .legal’s sub-suppliers store or otherwise manage personal data on behalf of .legal custom-

ers in the course of the sub-supplier’s provision of services to .legal, the sub-supplier acts as data processor 

solely according to instructions from .legal and .legal’s customer. Thus, .legal’s sub-suppliers commit them-

selves to take the necessary technical and organisational security measures to ensure that personal data are 

not accidentally or illegally destroyed, lost or impaired, and that they are not disclosed to unauthorised parties, 

misused or otherwise processed in violation of data protection legislation. 

 

Supplier control 

.legal performs an annual security check of third party service providers that are part of the overall system. 

 

EU-U.S. Data Privacy Framework 

.legal primarily use EU based sub-processors. We do not use sub-processors in unsafe third countries; sub-

processors from the US are only used if the company is registered as an active participant under the frame-

work. Furthermore, .legal ensures to always stay updated on whether sub-processors for .legal are registered 

as active participants regarding the EU-U.S. Data Privacy Framework. 

 

Any sub-processors that are not certified under the framework are subject to a transfer basis (e.g., the EU 

Commission's Standard Contractual Clauses) and a prior TIA (Transfer Impact Assessment). 

 

A.16 Information security incident management 

All safety and personal data incidents or observed weaknesses are reported to the Executive Board or the 

safety officer. As soon as a security incident or vulnerability is reported, the following activities are initiated to 

stop and contain the incident: 

 

1. The security incident is registered in the company's task management. 

2. In the description of the task, the security incident/weakness is noted in as detailed as possible, in-

cluding as a minimum: 

 

2.1. When the incident took place 

2.2. What the incident was actually about 

2.3. Who reported the incident 

 

3. The incident is then analysed with a view to the following: 

 

3.1. Determine how extensive the incident is 

3.2. Which customers are affected 

3.3. What needs to be done to either stop the incident or accommodate the incident in the future 

e.g., for code corrections 

 

4. Customers identified in point 3 are then informed about the incident and the consequences of the in-

cident, as well as what measures have been taken in the future. 

5. The measures that have been decided are prioritised and implemented 
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6. Once the measures have been implemented, the task is closed. 

7. After the problem is solved, the process is described as an incident in the project's incident log. The 

purpose is to investigate whether there is an underlying problem that may give rise to further improve-

ments or help remedy similar future problems. 

 

 

Procedures have been implemented based on the data processing agreements with our customers. This is 

done to ensure correct management of security incidents within the agreed frame. A template has also been 

implemented to be used for reporting of breach of the Regulation to the data controller which ensures that all 

necessary information is provided, for the purpose of further consideration on the part of the data controller.  

 

Specifically on the handling of personal data breaches when .legal A/S is the data processor 

.legal A/S shall notify the data controller of personal data breaches in accordance with Article 33(2) of the 

GDPR and, where possible, within 24 hours of .legal A/S becoming aware of the personal data breach, to ena-

ble the data controller to comply with its obligation to notify the supervisory authorities in accordance with Ar-

ticle 33(1) of the GDPR. 

 

A.17 Information security aspects of contingency, disaster recovery and restore 

.legal has developed contingency plans to maintain or restore operations and ensure access to data at the 

required level and within acceptable time after failure or outage of critical business processes. 

 

Roles and responsibilities are defined in the contingency plan. The operations manager and the contingency 

managers are responsible for different areas.    

 

.legal assesses risks regularly, and the contingency plan is updated to the existing risk exposure at least once 

a year. Furthermore, the contingency plan is tested annually to ensure that it is applicable, sufficient, and ef-

fective. 

 

 

A.18 Compliance with customer requirements and regulatory and public authority requirements 

.legal has implemented controls to ensure that all relevant customer requirements and regulatory and public 

authority requirements are complied with. 

 

Privacy and protection of personal data 

.legal stores and processes personal data as instructed by the customer for the customers who have entered 

data processing agreements with us. 

 

Signing of data processing agreements  

.legal has implemented procedures for entering data processing agreements which ensures that the CEO of 

.legal in relation to the contract with the customers signs a data processing agreement which describes the 

terms for processing of personal data on behalf of the data controller. .legal uses a template for data pro-

cessing agreements in accordance with the services delivered, including information on the use of sub-pro-

cessors. The data processing agreements are signed digitally and stored electronically. 

 

Instruction for processing of personal data 

.legal has implemented procedures which ensure that .legal acts according to instructions by the data control-

ler in the data processing agreement. The instructions are maintained in the company’s classification system, 

which instructs the employees on how the processing of personal data is to be performed, including the per-

sons at the data controller that can give binding instructions to .legal. The instructions ensure also that .legal 

informs the data controller when the controller’s instructions are contrary to the data protection legislation.  

 

Assistance to the data controller 
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.legal has implemented instructions which ensure that .legal can assist the data controller in complying with 

his obligations to respond to requests for exercising of the data subjects’ rights. 
 

.legal has implemented instructions which ensure that .legal can assist the data controller in complying with 

the obligations in article 32 on security of processing, article 33 on reporting and notification of breach of the 

personal data security, and articles 34 to 36 on impact assessments. 

 

.legal has implemented instructions which ensure that .legal can make all information required to prove com-

pliance with the requirements for data processors to the data controller available. .legal also enables and con-

tributes to audits, including inspections, made by the data controller or other parties authorised by the data 

controller. 

 

Deletion and return of customer’s data 

.legal has implemented instructions which ensure that personal data are deleted or returned according to the 

data controller’s instruction when the processing of personal data ends on expiry of the contract with the data 
controller. The customer’s personal data remains in the company’s classification system until the customer finally 
approves the frames for off-boarding, including deletion of data and the relevant circumstances. 

 

Independent review of controls 

Compliance with the EU General Data Protection Regulation is confirmed by annually obtaining an independ-

ent auditor’s report which supports the company’s compliance with the Regulation. 
 

Once a year, the .legal A/S Executive Board asks the law firm Bech-Bruun to assess whether there have been 

changes to the legislation in a way that changes the security policy and/or the system. The result of the re-

quest is noted at the board meeting and any resulting changes are implemented. 

CHANGES DURING THE PERIOD FROM 1 NOVEMBER 2023 TO 31 OCTOBER 2024. 

.legal has not made any significant changes to the service and the associated technical and organizational se-

curity measures and other controls during the period 1 November 2023 to 31 October 2024. 

COMPLEMENTARY CONTROLS FOR .LEGAL’S CUSTOMERS 

The Controller is under an obligation to implement the following technical and organisational measures and 

other controls to achieve the control objectives and to comply with the data protection legislation: 

• It is the responsibility of the Controller to ensure that the administrators’ use of the platforms and 
the processing of personal data carried out in the system comply with the data protection legisla-

tion. 

• The Controller manages the user rights in the platforms, including to whom administrator access 

is allocated and which rights are allocated to the individual administrators. 

• The Controller is not recommended to use the platforms for processing, including retention, of 

sensitive personal data, and it is the Controller’s responsibility to ensure that such personal data 
are not entered into or uploaded to the platforms. 
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4. CONTROL OBJECTIVES, CONTROL ACTIVITIES, TESTS AND THE RESULT OF TESTS 

Objective and scope 

We conducted our engagement in accordance with ISAE 3000, Assurance Reports Other Than Audits or Re-

views of Historical Financial Information.  

 

BDO has inspected procedures to obtain evidence of the information in .legal’s description of Pactius & Pri-
vacy, the design and operating effectiveness of the relating technical and organisational measures and other 

controls. The procedures selected depend on BDO’s assessment, including the assessment of the risks that 

the description is not fairly presented and that the controls are not appropriately designed or operating effec-

tively.   

 

BDO’s test of the design and the operating effectiveness of the relating technical and organisational measures 
and other controls and their implementation has included the control objectives and related the control objec-

tives and related control activities selected by .legal A/S, and which are described in the check form below.  

 

In the test form, BDO has described the tests carried out which were assessed necessary to obtain reasonable 

assurance that the stated control objectives were achieved, and that related controls were appropriately de-

signed and operated effectively for the period 11 August 2022 to 31 October 2023. 

 

Test procedures 

Test of the design of the relating technical and organisational measures and other controls and their imple-

mentation was performed by inquiries, inspection, observation, and re-performance. 

 

Type Description 

Inquiry Inquiries of relevant personnel at .legal have been performed for all significant control activities. 

 

The purpose of the inquiries was to obtain knowledge and further information about imple-

mented policies and procedures, including how the control activities are performed, and to ob-

tain confirmed evidence of policies, procedures, and controls. 

Inspection Documents and reports, which include information about the performance of the control, have 

been read for the purpose of assessing the design and monitoring of the specific controls, i.e., 

whether the design of the controls is such that they are expected to be effective if implemented, 

and whether the controls are sufficiently monitored and checked at suitable intervals. 

 

Tests have been performed of significant system structures of technical platforms, databases, 

and network equipment to ensure that controls have been implemented, including for example 

assessment of logging, back-up, patch management, authorisations and access controls, data 

transmission, and inspection of equipment and locations. 

Observation The use and existence of specific controls have been observed, including tests to ensure that 

the control has been implemented. 

Re-performance Controls have been re-performed to obtain additional evidence that the controls operate as as-

sumed. 

 

With respect to the services provided by Microsoft Azure within hosting, we have from an independent auditor 

received a SOC 2 report on sub data providers’ technical and organisational security measures and other con-

trols for the period from April 1, 2023, to March 31, 2024 and Bridge Letters to July 8 2024.   

 

With respect to the services provided by HubSpot within support administration, we have from an independ-

ent auditor received a SOC 2 report on sub data providers’ technical and organisational security measures 

and other controls for the period from May 1, 2023, to April 30, 2024, and Bridge Letters to June 30, 2024.   

 

These sub processor’s and service organisation’s relevant control objectives and related controls are not in-
cluded in .legal A/S description of Pactius & Privacy and relevant controls related to operation of Pactius & Pri-

vacy. Thus, we have solely assessed the reports and tested the controls at .legal A/S, which ensures appropri-

ate supervision of the sub-processor’s compliance with the data processing agreement made between the 
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sub processor and the data processor and compliance with the General Data Protection Regulation and the 

Danish Data Protection Act. 

 

 

Result of test 

The result of the test made of technical and organisational measures and other controls has resulted in the 

following exceptions noted. 

 

An exception exists when: 

• Technical and organisational measures and other controls have not been designed or implemented to 

fulfil a control objective, and 

• Technical and organisational measures and other controls related to a control objective are not suita-

bly designed and implemented or did not operate effectively throughout the period. 
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A.4: Risk assessment 

4.1 Control Objective 

 To ensure that the data processor carries out an annual risk assessment in relation to the consequences for the data subjects which forms basis for the technical and organisational 

measures. 

Control Activity Test performed by BDO Result of test 

4.1.1 Risk assessment 

 A risk assessment is performed annually which is 

presented to and assessed by Management.  

 An annual risk assessment is carried out that pro-

vides the basis for data protection reasoned imple-

mentations. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

  

We have inspected that the data processor has prepared a 

procedure for annual review of risk assessments. 

 

We have inspected documentation for that the management 

have approved the risk assessments. 

  

We have inspected that prepared risk assessments form the 

basis for data protection reasoned implementations. 

  

We have inspected that the risk assessment has been up-

dated within the declaration period. 

 

 

No deviations identified. 
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A.5: Information security policies  

5.1 Control Objective 

 To provide guidelines for and support information security and data protection in accordance with business requirements and relevant laws and regulations. GDPR art. 28, paragraph 

1, art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

5.1.1 Policies for information security and Privacy 

 Management sets out and approves policies for in-

formation security which after approval are pub-

lished and communicated to staff and relevant ex-

ternal parties. 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected that the data processor has a manage-

ment-approved IT security policy containing a policy for in-

formation security and personal data protection. 

 

On a sample basis we have inspected that all employees 

have signed that they have read and approved the data pro-

cessor's IT security and Privacy. 

 

 

No deviations identified. 

 

5.1.2 Review of policies for information security and data 

privacy 

 The data processor has implemented an annual 

plan of controls which ensures periodical review of 

the information security policy and privacy policy. 

 A written policy’s has been drawn up which is reas-

sessed annually. 

 The information policy’s is updated and approved 

by Management. 

 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected that the data processor has set up a pro-

cedure for annual review and approval of the IT security pol-

icy and privacy policy.  

 

We have inspected that policies are reviewed annually.  

 

We have inspected that the policy’s has been reviewed, up-

dated and approved by the management team within the 

declaration period. 

 

 

No deviations identified. 
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A.6: Organisation of information security 

6.1 Control Objective 

 To establish a management basis for initiating and managing the implementation and operation of information security and data protection in the organisation. GDPR art. 37, para-

graph 1. 

 To secure remote workplaces and the use of mobile equipment. GDPR art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

6.1.1 Roles and responsibilities 

 The responsibility for the information security lies 

with Management.  

 The data processor has designated a contact point 

for the data controller regarding the processing of 

personal data. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected that the data processor in their IT secu-

rity policy has placed the responsibility for information secu-

rity at the data processor's CEO and Head of Development. 

 

On a sample basis we have inspected the data processor 

agreements and observed the specified contact information. 

 

 

No deviations identified. 

 

6.1.2 Remote workplaces and mobile equipment 

 The data processor has implemented a policy and 

supported security measures to manage the risks 

of personal data arising from the use of mobile de-

vices. 

 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected that the data processors IT security pol-

icy and observed that they have guidelines for mobile equip-

ment. 

 

We have by sampling inspected that security measures are 

in place on mobile workstations. 

 

 

No deviations identified. 
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A.7: Human resource security 

7.1 Control Objective 

 To ensure that employees and contracting parties understand their responsibilities and are suitable for the roles they are intended. GDPR art. 28, paragraph 1, art. 28, paragraph 3, 

art. 37, paragraph 1. 

 To ensure that employees and contracting parties are aware of and meet their information security responsibilities. GDPR art. 28, paragraph 1, art. 28, paragraph 3, point c.  

 To protect the organisation's interests as part of the change or termination of the employment relationship. GDPR art. 28, paragraph 3, point b. 

Control Activity Test performed by BDO Result of test 

7.1.1 Before employment 

 A background check is made of all job candidates 

in accordance with business requirements regard-

ing the function to be held by the employee.  

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor's procedure for back-

ground check for new employees with access to personal 

data and observed that they must present a criminal record. 

  

On a sample basis we have inspected documentation for 

that background check is made in accordance with business 

requirements regarding the job function to be held by the 

employee. 

 

 

No deviations identified. 

7.1.2 During employment 

 Employees at the data processor are currently in-

formed of information security matters and poten-

tial threats in relation to their tasks. 

 Employees at the data processor declare upon em-

ployment that they have read and accept the infor-

mation security policy. 

 Awareness campaigns towards the data processor 

employees are performed yearly to ensure continu-

ous focus on data protection and security.  

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected that the employees must read and ap-

prove the IT security policy. 

 

We have inspected documentation for that all employees 

have signed that they have read and understood the data 

processor's IT security policy. 

 

We have inspected that the data processor has a procedure 

to ensure that there is annual awareness in data protection 

and security. 

 

On a sample basis we have inspected internal GDPR aware-

ness training has been held within the declaration period.  

 

 

No deviations identified. 

7.1.3 Non-disclosure and confidentiality agreements 

 All employees working with confidential data – in-

cluding personal data – have signed a non-disclo-

sure agreement.  

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

 

No deviations identified. 
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A.7: Human resource security 

7.1 Control Objective 

 To ensure that employees and contracting parties understand their responsibilities and are suitable for the roles they are intended. GDPR art. 28, paragraph 1, art. 28, paragraph 3, 

art. 37, paragraph 1. 

 To ensure that employees and contracting parties are aware of and meet their information security responsibilities. GDPR art. 28, paragraph 1, art. 28, paragraph 3, point c.  

 To protect the organisation's interests as part of the change or termination of the employment relationship. GDPR art. 28, paragraph 3, point b. 

Control Activity Test performed by BDO Result of test 

 The employees are bound by a confidentiality 

agreement both internally and towards the custom-

ers.  

We have inspected the data processor's employment con-

tract template and observed that it contains requirements for 

confidentiality during and after employment applicable to 

everything concerning their work. 

 

On a sample basis we have for new employees inspected 

documentation for that requirement for confidentiality during 

and after employment applicable to everything related to 

their work have been signed. 

 

7.1.4 Resignation of employment 

 Upon resignation or change of the employment, ac-

cesses and rights are withdrawn or changed in ac-

cordance with the functional need in this respect.  

 Upon resignation of the employment, equipment 

received by the leaving employee is returned.  

 The data processor has defined rules in their em-

ployment contracts concerning off boarding. 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected that the data processor has a procedure 

for off boarding, which ensures that all accesses are closed, 

and material is handed over. 

 

We have on a sample basis observed documentation for 

that former employees have handed over their equipment 

and their access and rights have been removed on all sys-

tems. 

 

 

No deviations identified. 
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A.8: Asset management 

8.1 Control Objective 

 To identify the organisation's assets and define appropriate responsibilities for its protection. GDPR art. 30, paragraph 2, art. 30, paragraph 3, art. 32, paragraph 2.  

 To ensure adequate protection of information and personal data that is in relation to the importance of the information and personal data for the organisation. GDPR art. 30, para-

graph 3, art. 30, paragraph 4.  

 To prevent unauthorised disclosure, modification, removal or destruction of information and personal data stored on media. GDPR art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

8.1.1 Record of categories of processing activities 

 The data processor has prepared a record of pro-

cessing activities, which is kept updated occasion-

ally – at least once a year.  

 The record is kept electronically. 

 The data processor makes the record available to 

the supervisory authority upon request.  

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected that the data processor has prepared a 

record of processing activities as processor. We observed 

that the data processor has prepared a record of categories 

of processing activities on behalf of the customers.  

 

Furthermore, we have observed that the record is stored 

electronically and includes the elements required according 

to General Data Protection Regulation article 30(2).  

 

We have been informed that General Data Protection Regu-

lation article 30(2) records is made available to the supervi-

sory authority upon request.  

 

Upon request, we have been informed that there have not 

been any requests regarding the data processor’s records of 
processing activities from the supervisory authorities within 

the declaration period. 

 

 

Upon request, we have been informed that there have not 

been any requests regarding the data processor’s records 
of processing activities from the supervisory authorities 

within the declaration period and the effectiveness of the 

control activity has therefore not been possible to test. 
 

No deviations identified. 

8.1.3 Classification of information 

 The different information handled and managed by 

the data processor has been identified and sepa-

rated into categories reflecting the consequences 

if the information and data privacy was compro-

mised.  

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected that the various information handled and 

managed by the organisation have been identified and di-

vided into categories that reflect the consequences if the in-

formation and data protection were compromised. 

 

 

No deviations identified. 
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A.9: Access management 

9.1 Control Objective 

 To restrict access to information and personal data, including information and personal data processing facilities. GDPR art. 28, paragraph 3, point c. 

 To ensure access for authorised users and prevent unauthorised access to systems and services. GDPR art. 28, paragraph 3, point c. 

 To make users responsible for securing their authentication information. GDPR art. 28, paragraph 3, point c. 

 To prevent unauthorised access to systems and applications. GDPR art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

9.1.1 Policy for access management 
 Processes and procedures have been adopted to 

manage access and restrictions to systems and 

data based on business and functional require-

ments. 

 All access and changes to access to systems and 

data follow the adopted processes and proce-

dures. 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor's procedure for ac-

cess control and observed that rights must be granted ac-

cording to a work-related need. 

 

We inspected the rights granted to new employee with ac-

cess to personal data and confirmed that the appropriate 

rights were granted according to the procedure. 

 

We have inspected that employees that have stopped dur-

ing the declaration period have been removed as a user. 

 

 

No deviations identified. 

9.1.2 Allocation of user rights 
 The data processor has a matrix of users with ac-

cess to systems with personal data and their job 

function. 

 User rights are granted based on a work-related 

need. 

 All accesses and rights are reviewed periodically 

by the management. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected that the data processor has a matrix of 

user rights for the systems and observed that it is only em-

ployees with the right "global administrators" which can ac-

cess personal data. 

 

We have reviewed the overview with the data processor and 

found that only employees with a work-related need can ac-

cess personal data in the systems. 

 

We have on a sample basis observed documentation for 

leaving employees and observed that access to system and 

services processing personal data have been revoked. 

 

We have inspected documentation on recent periodic re-

view of users and associated rights and observed it were 

conducted within the declaration period.  

 

 

No deviations identified. 
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A.9: Access management 

9.1 Control Objective 

 To restrict access to information and personal data, including information and personal data processing facilities. GDPR art. 28, paragraph 3, point c. 

 To ensure access for authorised users and prevent unauthorised access to systems and services. GDPR art. 28, paragraph 3, point c. 

 To make users responsible for securing their authentication information. GDPR art. 28, paragraph 3, point c. 

 To prevent unauthorised access to systems and applications. GDPR art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

9.1.3 Management of privileged access rights 
 The data processor has implemented granting of 

administrative access to entities according to the 

functional need which is authorised.  

 The data processor has implemented logging of 

accesses with privileged accounts (administrative 

rights). 

 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the procedure for allocating administra-

tive rights in the system and observed that this must be 

done after approval by a member of Management. 

 

We have been informed that there has been one new admin 

allocation during the audit period. We have on a sample ba-

sis inspected that the new admin allocation within the decla-

ration period followed the data processor’s access control 
procedure and were based on a work-related basis. 

 

We have inspected that the data processor has imple-

mented logging of accesses with privileged accounts.  

 

 

No deviations identified. 

9.1.4 Management and use of passwords 

 The data processor has implemented a process 

and rules for granting and management of pass-

words. 

 The data processor has implemented rules for es-

tablishment of passwords which must be followed 

by all employees.  

 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the IT security policy and observed that 

all employees must use the data processor’s password man-

ager.  

 

On a sample basis we inspected that users with access to 

personal data use a password manager which requires two 

factor authentication. 

 

We have on a sample basis inspected that workstations 

have password requirements. 

 

 

No deviations identified. 
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A.10: Cryptography 

10.1 Control Objective 

 To ensure the correct and effective use of cryptography to protect the confidentiality, authenticity and / or integrity of information and personal data. GDPR art. 28, paragraph 3, point 

c. 

Control Activity Test performed by BDO Result of test 

10.1.1 Encryption  

 The data processor uses a SHA-2 SSL certificate 

with a minimum of 2048bit encryption. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's encryption policy 

and observed that requirements of encryption are defined.  

  

We have inspected system configuration an observed that 

SHA-2 SSL certificate with a minimum of 2048bit encryption 

are used. Further, we have inspected that Azure also uses 

data encryption. 

 
We have on a sample basis inspected that workstations 

have encryption requirements. 

 

 

No deviations identified. 
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A.11: Physical and environmental security 

11.1 Control Objective 

 To prevent unauthorised physical access to, and damage/disruption of the organisation's information and personal data, including information- and personal data processing facilities. 

GDPR art. 28, paragraph 3, point c. 

 To avoid loss, damage, theft or compromise of assets and disruptions in the organisation. GDPR art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

11.1.1 Physical perimeter safety guarding in office 

 The established physical perimeter safety guarding 

agrees with the adopted security requirements. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processer's procedure for phys-

ical security and observed that physical security of the con-

trol must be established. 

 

We have inspected the office in Aarhus and observed that a 

lock and alarm have been set up for both the office and the 

building. We have also inspected an overview of physical ac-

cess via key to the location. 

 

Further, we have inspected the latest SOC 2 report and re-

lated bridge letters from Microsoft Azure and observed that 

no deviations have been found in relation to physical secu-

rity. 

 

 

No deviations identified. 

11.1.2 Clean desk and screen saver  

 Workstations have automatic screen saver, and 

employees are instructed to activate screen saver 

when leaving the workstation. 

 Employees are instructed to keep a clean desk. 

 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's policy for clean 

desk and automatic screen saver. 

  

We have randomly inspected documentation to automati-

cally set up the screen saver on the employees' work-

stations. 

 

On a sample basis we have inspected office location and 

observed that clean desk is in place.  

 

 

No deviations identified. 
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A.12: Operations security 

12.1 Control Objective 

 To ensure proper and safe operation of information and data processing facilities. GDPR Art. 25, Art. 28, paragraph 3, point c. 

 To ensure that information and personal data, including information and data processing facilities are protected against malware. GDPR Art. 28, paragraph 3, point c. 

 To protect against data loss. GDPR Art. 28, paragraph 3, point c. 

 To record events and provide evidence. GDPR Art. 33, paragraph 2. 

 To ensure the integrity of operating systems. GDPR Art. 28, paragraph 3, point c. 

 To prevent technical vulnerabilities being exploited. GDPR Art. 28, paragraph 3, point c. 

 To minimise the impact of audit activities on operating systems. GDPR Art. 28, paragraph 1. 

Control Activity Test performed by BDO Result of test 

12.1.1 Backup of information – customers’ data 

 Backup of data is taken for all customers with 

backup agreements, some via sub-processors and 

others internally in the data processor.  

 Restore tests are carried out for customers with re-

store agreements according to the agreements. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's backup procedure 

in Azure. We have observed that backup is performed in ac-

cording with the procedure. 

 

On a sample basis we have inspected controls for evaluating 

execution of backups.  

 

We have inspected documentation for restore test of ser-

vices has been performed within the declaration period. 

 

 

No deviations identified. 

12.1.2 Incident logging 

 Recording and managing of all relevant incidents 

has been established.  

 Monitoring of customers’ servers has been estab-
lished for the purpose of accessibility and systems 

errors.  

 All incidents are logged in the Service Manage-

ment System.  

 Any incidents concerning personal data leaks or 

suspicion of leaks are marked separately to sort 

these cases from other incidents. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected that logging has been established and 

this happens in Azure, where events are logged. 

 

We have inspected that the data processor gets alert by mail 

and that relevant employees act on the alerts. 

 

We have inspected that the data processor mark data 

breaches and a separate process for dealing with breaches 

of personal data security is in place. 

 

 

No deviations identified. 

12.1.3 Administrator and operator logs 
 Procedures are implemented to ensure that all ac-

tivities performed by systems administrator or em-

ployees with administrative rights are recorded. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 
 

 

No deviations identified. 
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A.12: Operations security 

12.1 Control Objective 

 To ensure proper and safe operation of information and data processing facilities. GDPR Art. 25, Art. 28, paragraph 3, point c. 

 To ensure that information and personal data, including information and data processing facilities are protected against malware. GDPR Art. 28, paragraph 3, point c. 

 To protect against data loss. GDPR Art. 28, paragraph 3, point c. 

 To record events and provide evidence. GDPR Art. 33, paragraph 2. 

 To ensure the integrity of operating systems. GDPR Art. 28, paragraph 3, point c. 

 To prevent technical vulnerabilities being exploited. GDPR Art. 28, paragraph 3, point c. 

 To minimise the impact of audit activities on operating systems. GDPR Art. 28, paragraph 1. 

Control Activity Test performed by BDO Result of test 

We have inspected the data processor's IT-Security Policy 

and observed that formal guidelines for log management are 

in place.  

 

We have been informed upon request that all activity per-

formed by administrators is logged. 

 

On a sample basis we have inspected that activity per-

formed by administrators is logged. 

 

12.6.1 Vulnerability Scanning 

 

 Vulnerability scans are conducted at least twice a 

year. The result is documented. 

 The Data Processor reviews the results and follows 

up on identified vulnerabilities.  

 The Data Processor has documented their mitiga-

tion efforts of identified vulnerabilities 

 

 

 

Upon request, we have been informed that the Data Proces-

sor performs vulnerability scanning each month.  

 

We have inspected the Data Processors scanning history 

and observed that vulnerability scans have been conducted 

multiple times in the declaration period.  

 

We have inspected the vulnerability scanning report and ob-

served that identified vulnerabilities are reported.  

 

We have on a sample basis inspected that identified vulnera-

bilities has been mitigated or the risk has been reduced to 

an accepted level.  

 

 

 

No deviations identified. 
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A.13: Communications security 

13.1 Control Objective 

 To ensure protection of network information and personal data and supportive information and personal data processing facilities. GDPR art. 28, paragraph 3, point c. 

 To maintain information security and data protection when transferring internally in an organisation and to an external entity. GDPR art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

13.1.1 Policies and procedures for transfer of information 

 Communication between the browser and the rest 

of the system takes place via HTTPS (SHA-2 SSL 

certificate with a minimum of 2048bit encryption). 

 Exchange of data between the customers and the 

system takes place either via SFTP or built-in func-

tionality for import and export of data, which in turn 

is protected with HTTPS. 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor’s encryption policy 
and observed that systems processing personal information 

as a minimum must be encrypted with a SHA-2 SSL certifi-

cate with a minimum 2048-bit encryption.  

 

We have inspected system configuration that the communi-

cation between the browser and the rest of the system takes 

place using a SHA-2, 2048-bit encryption. 

 

We have inspected the system configuration that exchange 

of data between the customers and the system takes place 

using SFTP with an RSA-SHA256, 3076-bit encryption. 

 

 

No deviations identified. 
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A.14: System acquisition, development, and maintenance of systems 

14.1 Control Objective 

 To ensure that information security and data protection is an integral part of information systems throughout the life cycle. This also includes the requirements for information systems 

that provide public network services. GDPR art. 25. 

 To ensure that information security and data protection is organised and implemented within the information systems development life cycle. GDPR art. 25. 

 To ensure the protection of data used for testing. GDPR art. 25. 

Control Activity Test performed by BDO Result of test 

14.1.1 Development and maintenance of systems 

 Formal processes and procedures have been im-

plemented for all changes made in PACTIUS and 

Privacy. 

 Development of PACTIUS and Privacy is based on 

principle of privacy-by-design and privacy-by-de-

fault based on risk assessment.  

 Development of PACTIUS and Privacy is based on 

principles to reduce risk and vulnerabilities in the 

application.  

 The data processor has separated IT environments 

into development, test and operating environments 

for the customers who require this. 

 Generated test data is used in the development 

and test environment.  

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor's development pro-

cedure and observed that changes to systems within the de-

velopment life cycle must be managed using a formal 

change management procedure covering principle of pri-

vacy-by-design and privacy-by-default, vulnerabilities in ap-

plication and all based on a risk assessment. 

 

On sample basis of changes within the declaration period 

we have inspected that change management procedure is 

followed, so that all changes are tested and approved be-

fore they are deployed in production environments. Further-

more, we have inspected the branching configuration and 

observed that it is not possible for the developing program-

mer to push code into production without a code review 

from another developer. 

 

We have inspected that data processor has separated pro-

duction-, development- and test environments. Furthermore, 

we have inspected that access to developing environments 

are compliant with the data processor’s development proce-
dure. 

 

We have inspected data used in the development and test 

environment and observed that data is constructed fake 

data. Real personal data is only stored in the production en-

vironment. 

 

 

No deviations identified. 
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A.15: Supplier relationships 

15.1 Control Objective 

 To ensure protection of the organisation's assets and personal data that suppliers have access to. GDPR Art. 28, paragraph 2, Art. 28, paragraph 3, point d, Art. 28, paragraph 4. 

 To maintain an agreed level of information security, data protection and delivery of services under the supplier agreements. GDPR Art. 28, paragraph 2, Art. 28, paragraph 3, point d, 

Art. 28, paragraph 4. 

Control Activity Test performed by BDO Result of test 

15.1.1 Supplier agreements 
 Supplier agreements are established with all cus-

tomers who use the systems. 

 Any subcontractors must live up to the same level 

of security and as minimum comply with the same 

security policies as the data processor. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's supplier overview, 

and observed that two sub-data processors, Microsoft Azure 

& HubSpot is used for support services, hosting and opera-

tion. 

 

We have inspected the data processor's data processor 

agreement with Microsoft Azure and HubSpot and observed 

that it requires a minimum of the same level of security as 

the data controllers make on the data processor, 

 

We have inspected the data processor agreement and ob-

served only data centres in the EU may be used. We have in-

spected documentation for this. 

 

We have inspected that the data processor, in addition to the 

already implemented technical measures at .legal, has acti-

vated the Customer lockbox at Microsoft Azure, so that the 

data processor must always approve if the sub-data proces-

sor needs to access data. 

 

We have inspected that the two sub-data processors Mi-

crosoft and HubSpot has certified them self under the EU-

U.S. Data privacy Framework. 

 

 

No deviations identified. 

15.1.2 Approval of sub-processors 

 The data processor uses only approved sub-data 

processors. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's standard data pro-

cessor agreement, and observed that the following sub-data 

processors are specified: 

 

 Microsoft Azure 

 HubSpot 

 

No deviations identified. 
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A.15: Supplier relationships 

15.1 Control Objective 

 To ensure protection of the organisation's assets and personal data that suppliers have access to. GDPR Art. 28, paragraph 2, Art. 28, paragraph 3, point d, Art. 28, paragraph 4. 

 To maintain an agreed level of information security, data protection and delivery of services under the supplier agreements. GDPR Art. 28, paragraph 2, Art. 28, paragraph 3, point d, 

Art. 28, paragraph 4. 

Control Activity Test performed by BDO Result of test 

  

We have inspected the data processor's supplier overview 

and observed that no other sub-data processors appear. 

 

Based on an automatic process for entering data processing 

agreements with the data processor’s customers we have 

taken random samples and observed that the agreements 

do not contain further sub-data processors then Microsoft 

Azure and HubSpot. 

 

15.1.3 Changes to approved sub-processors 

 The data processor notifies the data controller 

when the sub-data processor is replaced in con-

nection with general approval of the sub-data pro-

cessor. 

 The data processor can object to the replacement 

of a sub-processor. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's standard data pro-

cessor agreement and observed that the data processor 

does not use other sub-processors without the approval of 

the data controllers. 

  

Upon request, we have been informed that there has been 

added one new sub-processor within the declaration period.  

 

We have inspected the data processor’s notification to the 
data controller’s and observed that data controllers ap-
proved the addition of the new sub-data processor prior to 

the implementation.  

 

 

No deviations identified. 

15.1.4 Control with sub-processor  
 The data processor uses a sub-processor for 

backup solutions, who provides an annual audi-

tor’s report. 

 The data processor performs an annual security 

check of third-party service providers that are part 

of the overall system. 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor's procedure for su-

pervising sub-data processors and observed that the data 

processor annually checks that sub-data processors' audi-

tor's statements and certifications are satisfactory, based on 

the data processor's risk assessment. 

 

 

No deviations identified. 
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A.15: Supplier relationships 

15.1 Control Objective 

 To ensure protection of the organisation's assets and personal data that suppliers have access to. GDPR Art. 28, paragraph 2, Art. 28, paragraph 3, point d, Art. 28, paragraph 4. 

 To maintain an agreed level of information security, data protection and delivery of services under the supplier agreements. GDPR Art. 28, paragraph 2, Art. 28, paragraph 3, point d, 

Art. 28, paragraph 4. 

Control Activity Test performed by BDO Result of test 

We have inspected the data processor's supplier overview 

and observed that there is one supplier. 

 

We have inspected the SOC 2 report for Azure for and ob-

served that no discrepancies were found. 

 

We have inspected that the data processor has supervised 

the sub-data processor and have assessed the SOC 2 report 

satisfactorily. 
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A.16: Information security incident management 

16.1 Control Objective 

 To ensure a uniform and effective method of managing information security breaches and personal data breaches, including communication on security incidents and weaknesses. 

GDPR Art. 33, paragraph 2. 

Control Activity Test performed by BDO Result of test 

16.1.1 Handling of privacy information incidents 

 All privacy and it-security incidents are managed in 

Service Management System and in accordance 

with established procedures. 

 The data processor has implemented procedures 

for documentation of all personal data breaches, 

comprising the facts relating to the personal data 

breach, its effects and the remedial action taken.  

 Guidelines to reporting information security inci-

dents have been implemented and communicated 

to the employees responsible for data protection in 

the data processor.  

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's procedure for 

breaches of personal data security and observed that the 

data processors security officer is responsible for the pro-

cess in case of a breach of personal data security. Further-

more, we have observed that formal requirements for docu-

mentation and reporting in case of a breach of personal data 

security are described in their procedure and are stored in 

Service Management System. 

 

Upon request, we have been informed that there are no reg-

istered privacy or it-security breaches as data processor 

within the declaration period, which is why we have not 

been able to test for the implementation and effectiveness 

of the procedure. 

 

 

Upon request, we have been informed that there are no ex-

amples of breaches of personal data security within the dec-

laration period and therefore the control activity has not 

been possible to test. 

 

No deviations identified. 

16.1.2 Reporting of privacy information incidents 

 Processes and procedures have been established 

for handling of security incidents to ensure a uni-

form and effective method of managing information 

security incidents, including communication of se-

curity incidents and weaknesses which are docu-

mented in Service Management System. 

 Processes and procedures have been established 

to ensure recording and handling of security inci-

dents by the right employee. 

 Procedures have been implemented based on the 

data processing agreements with our customers to 

ensure handling of personal data and responding 

to security incidents within the agreed time frames.  

 

 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected that the data processor has a procedure 

for how personal data breaches are to be treated and docu-

mented, so that it is ensured that all affected data controllers 

and possibly supervisors are aware of the breach. 

 

We have inspected the data processors procedure for 

breaches of personal data security and observed that it is 

specified who is the leader of the Incident Response Team.  

 

Upon request, we have been informed that there are no ex-

amples of breaches of personal data security, which is why 

we have not been able to test for the implementation and ef-

fectiveness of the procedure in the audit period. 

 

 

Upon request, we have been informed that there are no ex-

amples of breaches of personal data security within the dec-

laration period and therefore the control activity has not 

been possible to test. 

 

No deviations identified. 
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A.17: Information security aspects of disaster recovery, contingency and restore  

17.1 Control Objective 

 To ensure that information security- and data protection continuity is rooted in the organisation's management systems for emergency and re-establishment. GDPR Art. 28, paragraph 

3, point c. 

 To ensure accessibility of information- and personal data processing facilities. GDPR Art. 28, paragraph 3, point c. 

Control Activity Test performed by BDO Result of test 

17.1.1 Implementation of information security continuity 
 Contingency plans are prepared for relevant func-

tions to ensure business continuance in connection 

with security incidents. 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's contingency plan 

and observed that this ensures the continuation of the busi-

ness in connection with security incidents. 

 

 

No deviations identified. 

17.1.2 Verify, review, and evaluate the information security 

continuity  

 The data processor has established periodical test-

ing of contingency plans for the purpose of ensur-

ing that the contingency plans are up-to-date and 

effective in critical situations. 

 Contingency tests are documented by reports from 

testing. 

 

 

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the data processor's procedure for test-

ing of the information security continuity on annually basis. 

 

Vi have inspected documentation for controls of contin-

gency plan test and observed that test was performed in the 

declaration period. 

  

 

 

No deviations identified. 
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A.18: Compliance 

18.1 Control Objective 

 To prevent violations of statutory, regulatory, or contractual requirements in relation to information security and other security requirements. GDPR Art. 25, Art. 28, paragraph 2, Art. 

28, paragraph 3, point a, Art. 28, paragraph 3, point e, Art. 28, paragraph 3, point g, Art. 28, paragraph 3, point h, Art. 28, paragraph 3, point f, Art. 28, paragraph 10, Art. 29, Art. 32, 

paragraph 4, Art. 33, paragraph 2. 

 To ensure that information security and data protection is implemented and run, in accordance with the organisation's policies and procedures. GDPR Art. 28, paragraph 1. 

Control Activity Test performed by BDO Result of test 

18.1.1 Privacy and protection of personally identifiable infor-

mation 

 The data processor has procedures for making 

written, electronic data processing agreements, in-

cluding template for data processing agreement in 

accordance with the services provided.  

 Data processing agreements have been entered 

with the relevant customers and stored electroni-

cally.  

 Data processing agreements include information 

on the use of sub-processors.  

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected that when concluding contracts, the data 

controllers in the online approval flow must also approve 

and accept the data processor agreement. 

 

We have on new agreements in the declaration period in-

spected that data processer agreement are signed and 

stores electronically.  

 

On a sample basis we have inspected that Data processing 

agreements include information on the use of sub-proces-

sors. 

 

 

No deviations identified. 

18.1.2 Instruction for processing of personal data 
 The data processor stores and processes personal 

data according to the customer’s instruction for the 
customers who have made a data processing 

agreement.  

 Data processing agreements provide terms to the 

effect that the data controller must be informed of 

instructions which are not compliant with legisla-

tion.  

 

 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor's procedures and 

template for entering into data processing agreements with 

customers. We have observed that the template for the data 

processing agreement complies with the requirements relat-

ing to the content of a data processing agreement in accord-

ance with General Data Protection Regulation article 28(3), 

and that it includes information on the use of sub-proces-

sors.  

 
We have inspected the data processor agreement template 

and observed that it contains instruction for a valid data pro-

cessing.  

 

We have inspected that the data processor must notify the 

data controller in the event of illegal instructions. 

 

 

Upon request, we have been informed that there have been 

no incidents regarding illegal instructions within the declara-

tion period and therefore the control activity has not been 

possible to test. 

 

No deviations identified. 
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A.18: Compliance 

18.1 Control Objective 

 To prevent violations of statutory, regulatory, or contractual requirements in relation to information security and other security requirements. GDPR Art. 25, Art. 28, paragraph 2, Art. 

28, paragraph 3, point a, Art. 28, paragraph 3, point e, Art. 28, paragraph 3, point g, Art. 28, paragraph 3, point h, Art. 28, paragraph 3, point f, Art. 28, paragraph 10, Art. 29, Art. 32, 

paragraph 4, Art. 33, paragraph 2. 

 To ensure that information security and data protection is implemented and run, in accordance with the organisation's policies and procedures. GDPR Art. 28, paragraph 1. 

Control Activity Test performed by BDO Result of test 

Upon request, we have been informed that there have been 

no incidents regarding illegal instructions, we have therefore 

not been able to test the procedure for the implementation 

and effectiveness in the audit period. 

 

18.1.3 Assistance to the data controller 

 The data processor has an obligation according to 

the data processing agreements to assist the cus-

tomers in relation to requests for exercising of the 

data subjects’ rights.  

 The data processor has an obligation according to 

the data processing agreements to assist the cus-

tomers with their obligations according to articles 

32 to 36. 

 The data processor has an obligation according to 

the data processing agreements to obtain an ISAE 

3000 report annually for the purpose of the cus-

tomer’s inspection of .legal. 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor's data processor 

template and observed that the data processor must aid a 

request for the rights of the registers and Articles 32 and 36. 

 

We have upon request, been informed that the data proces-

sor has not received inquiries regarding the rights of data 

subjects and the specific requirements of the regulation. We 

have therefore not been able to test the procedure for the 

implementation and effectiveness in the audit period. 

 

 

We have upon request, been informed that the data proces-

sor has not received inquiries regarding the rights of data 

subjects and the specific requirements of the regulation. We 

have therefore not been able to test the control activity. 

 

No deviations identified. 

18.1.4 Deletion and return of customers data. 
 Procedures have been implemented to ensure pro-

tection of customer’s confidential and sensitive in-
formation when offboarding a customer.  

 

We have made inquiries to relevant staff at the data proces-

sor. 

 

We have inspected the procedure for off-boarding of cus-

tomers and observed that the data processor has a proce-

dure for deleting or returning data upon customer termina-

tion. 

  

Upon request, we have been informed that upon termination 

of agreements, the data controllers can withdraw data them-

selves. 

 

On a sample basis we have observed that the data proces-

sor has followed their procedure for off boarding a cus-

tomer, including deleting data. 

 

 

No deviations identified. 
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A.18: Compliance 

18.1 Control Objective 

 To prevent violations of statutory, regulatory, or contractual requirements in relation to information security and other security requirements. GDPR Art. 25, Art. 28, paragraph 2, Art. 

28, paragraph 3, point a, Art. 28, paragraph 3, point e, Art. 28, paragraph 3, point g, Art. 28, paragraph 3, point h, Art. 28, paragraph 3, point f, Art. 28, paragraph 10, Art. 29, Art. 32, 

paragraph 4, Art. 33, paragraph 2. 

 To ensure that information security and data protection is implemented and run, in accordance with the organisation's policies and procedures. GDPR Art. 28, paragraph 1. 

Control Activity Test performed by BDO Result of test 

18.1.5 Independent review of controls 
 The data processor conducts an annual compli-

ance check of policies, procedure an independent 

law firm to ensure compliance with the EU General 

Data Protection Regulation (GDPR). 

 

We have made inquiries to relevant staff at the data proces-

sor. 
 

We have inspected the data processor's procedure for com-

pliance with legal and contractual requirements and ob-

served that once a year the data processor's management 

asks their lawyer to assess whether there have been 

changes to the above legislation in a way that requires 

changes to the security policy and / or to the system. 

 

We inspected that an independent law firm has reviewed the 

data processor's procedures and policies and observed that 

the law firm has informed the data processors policies and 

procedures are in accordance with applicable law. We have 

observed that this was conducted within the declaration pe-

riod. 

 

 

No deviations identified. 
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